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II. SPECIFIC POINTS OF LEGAL ERROR 

1) The question answered by the Honorable Circuit of Marshall County is too 

narrow in scope to ever be answered in the affirmative as it fails to address the presence 

or lack thereof of evidence of Respondent's knowledge of the existence of the cached 

images on the hard drive of his computer. Evidence of the same being required to sustain 

guilt. 

2) The question answered by the Honorable Circuit Court of Marshall County 

does not address whether the images of a minor and/or minors engaged in sexually 

explicit conduct located on cache files on the Respondent's computer can be evidence of 

his prior possession of the same. 

III. STATEMENT OF THE CASE 

On the 22nd and 23rd days 'of February 2017, Captain Bryan Handzus of the 

Benwood Police Department spoke by telephone with Donald Mckinniss, and Chuck 

Jamerson, members of the U.S. Department of Veterans Affairs Police. Mr. Mckinniss 

and Mr. Jamerson provided information that Respondent had admitted to watching child 

pornography while purportedly a resident of Benwood, Marshall County, West Virginia. 

According to information provided Captain Handzus, the Respondent admitted to 

watching female child pornography on a weekly basis and had done so two weeks prior 

to the admission date in February 2017. (Appendix at Page 64.) 

4 



Based upon the aforementioned information Captain Handzus filed for, obtained 

and executed a search warrant for the Respondent's residence in Benwood. The search 

warrant was executed on February 23,2017. During execution of the search warrant 

Captain Handzus and Sergeant Luke Thomas located and seized one cellular phone and 

six (6) hard drives from the residence. 

The hard drives and the cellular phone were turned over to Sergeant Matthew S. 

Adams of the West Virginia State Police Digital Forensics Unit. Sergeant Matthews 

performed a forensic digital exam on the seized items. The results of his examination are 

contained in his report entitled Digital Forensics Analysis Report. (Appendix at page 42.) 

As a result of his examination he submitted seven hundred and seventy-seven (777) 

image files, obtained from Respondents hard drives to the National Center for Missing 

and Exploited Children for review. Purportedly fifteen (15) photographs were recognized 

by the center as containing images of known child victims. (Appendix at Page 45.) 

On the 14th day of November 2017, Respondent was charged in count two of a two 

count indictment with Exhibiting of Material Depicting Minors Engaged in Sexually Explicit 

Conduct by knowingly, unlawfully and feloniously possessing fifteen (15) images/files, on 

his computer, visually portraying, minor children, under the age of eighteen years, 

engaged in sexually explicit conduct in violation of West Virginia Code § 61-8C-3(a)(b). 

(Appendix at Page 58.) 

Subsequent to Respondent being indicted the parties hereto filed a Joint Motion 

for Certified Question requesting the Circuit Court of Marshall County submit a certified 

question to this Court. 1 (Appendix at Page 35.) In submitting their motion to the Circuit 

1 In this brief petitioner argues the question certified to this Court is too narrow in scope to allow 
for an accurate answer to the ultimate issue of whether the evidence in this case is sufficient to 
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Court, the parties stipulated for purposes of the motion, the Respondent owned and 

possessed a laptop computer in Marshall County, West Virginia. They further stipulated 

the laptop computer contained several cache files that relate to material visually 

portraying a minor and or minors engaged in sexually explicit conduct. Finally, the parties 

stipulated Respondent admitted to his counselor he has an addiction to child pornography 

but that the State was unable to establish when or where the cache file was created and/or 

accessed on said computer. 

Thereafter the parties agreed to take the testimony of Sergeant Adams. Sergeant 

Adams gave testimony explaining what a cache file is, how it is created, and how it exists 

on a computer. Sergeant Adams testified that with the right program Respondent could 

access the photographs from the cache file, however he was unable to establish when 

the cache file was created or last accessed during his evaluation of the hard drives. 

By Order dated October 19, 2018, the Circuit Court of Marshall County, did Order 

pursuant to West Virginia Code § 58-5-2, the following question be certified to this Court: 

Question: Is possession of a laptop computer containing cache file that relate 

to material visually portraying a minor and/or minors engaged in sexually explicit conduct, 

without evidence of when or where said cache files were created and/or accessed enough 

to establish the defendant knowingly and intentionally possessed the material contained 

on said cache files in violation within the meaning of West Virginia Code §61-8C-3(a). 

Circuit Court's Answer: No. (Appendix at Page 1.) 

sustain a conviction for possession of material depicting minors engaged in sexually explicit 
conduct. Petitioner played a role in the crafting of the question certified and acknowledges its 
error. 
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IV. SUMMARY OF ARGUMENT 

Cache files are temporary files automatically created on the hard drive of a 

computer. In this matter photographs of minors engaged in sexually explicit conduct were 

found in the cache files contained on Respondent's computer. For the purposes of this 

brief Petitioner will hereinafter refer to material of this type as child pornography. These 

images would have been automatically downloaded to his computer when they were 

viewed on his screen. 

Jurisdictions across the country have analyzed the issue of when possession of 

child pornography contained in cache files is sufficient to justify a conviction for 

possession of the same. They have considered the images as either contraband 

presently possessed, or evidence of contraband previously possessed. Those 

jurisdictions considering it contraband presently possessed have stressed the need to 

show knowledge of the presence of the contraband in the cache files as a pred icate to 

obtaining a conviction. Jurisdictions considering it evidence of prior possession of 

contraband require some other evidence corroborating the prior possession such as 

search histories for child pornography or evidence of prior down-loading of the same. 

The State of West Virginia has yet to address the issue of whether images of child 

pornography contained in cache files constitutes present possession of these images; 

whether it is mere evidence of prior possession; whether it is neither or potentially both. 

What is clear is the State of West Virginia intended to criminalize any material depicting 

child pornography when it passed West Virginia code §61-BC-3(a). 

This Court in construing cases involving possession of contraband recognizes the 

contraband can be oonstructively possessed. The plain meaning of possession is having 
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or holding property in one's control or dominion. Constructive possession similarly 

requires dominion or control of the property. 

Petitioner believes the certified question in this matter was crafted in a manner that 

the answer to the question would never be yes but should be "no unless" as it ignores an 

explicit requirement of the relevant code section namely that possession must be knowing 

and willful. Furthermore, the question as crafted does not address the possibility this 

Court would recognize the images contained on Respondent's cache files were in fact 

evidence of his prior possession. 

Petitioner respectfully requests this Court in answering the question before it find 

possession of child pornography in the computer cache of the Respondent is sufficient to 

prove possession of the same if Petitioner is able prove his possession was otherwise 

knowing and willful. Petitioner further requests in answering said question that this Court 

confirm its recognition the presence of child pornography in the cache files of 

Respondent's hard drive is evidence of his prior possession of the same. 

V. STATEMENT REGARDING ORAL ARGUMENT AND DECISIONS 

This Court has scheduled this matter for oral argument pursuant to Rule 20 of the 

Rules of Appellate Procedure for the 14th day of May 2019. 

8 



VI. ARGUMENT 

a. An Explanation of Cache Files 

The issue before this Court is whether photographs subsequently determined to 

contain child pornography were "possessed" within the meaning of West Virginia Code 

§61-BC-3(a), when they are found in the cache files of a computer hard drive. Before a 

ruling on this issue is made an understanding of what cache files are, how they are made 

and ultimately how they can be accessed is necessary. 

Cache files are temporary files created on the hard drive of your computer when a 

website is accessed, and a video or in this case picture are viewed on the screen. They 

are not manually created but are automatically created through internet browsers such as 

Google Chrome, Firefox and Internet Explorer. (Appendix at page 17.) The cache files 

are meant to be temporary in that they remain on the computer until such time as they 

are written over. However, depending upon the hard drive space of the computer a cache 

file can remain on the hard drive for the life of the computer. In layman's terms the cache 

file can be described as a shortcut to retrieve a video or picture without the need to 

download it again. 

In this matter the evidence would show the pornographic images in question were 

viewed on Respondent's computer. As the photos had been viewed, they were saved to 

cache files automatically. It was in the cache files on the hard drive of the Respondent's 

computer where the pornographic photos were discovered.2 

2 Petitioner has received information that evidence exists certain of the images in question were 
in fact downloaded and deleted from Respondents hard drive. Petitioner has requested further 
evaluation of the hard drive take place to ascertain whether it can be determined when this was 
done. 
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According to the testimony of Matthew Scott Adams, Petitioner's expert in cyber 

investigation and recovery of and acquisition of computer data, Respondent would have 

the capability of accessing the photos from the cache files. Before accessing the photos 

directly from a cache file, he would need to purchase a program similar to that possessed 

by Mr. Adams, such as Forensic Tool Kit. With a program like Forensic Tool Kit, 

Respondent would not even need. to be connected to the internet to recapture the 

pornographic photographs from the cache files. (Appendix at Page 24.) 

b. The Treatment of Child Pornography Found 
in Cache Files in Other Jurisdictions 

The question of whether child pornography contained within cache files on the hard 

drive of a computer are knowingly possessed has been addressed by several state and 

federal courts. Upon review Courts treat evidence of child pornography contained in 

cache files as either evidence of "past" possession or current possession of child 

pornography. A more detailed factual inquiry is necessary in either instance to determine 

whether the possession was knowing. 

In United States v. Romm, 455 F. 3d. 990, (9th Cir. 2006), the defendant was 

stopped by agents of Immigration and Customs Enforcement after they had been advised 

by Canadian authorities defendant may have illegal images on his computer. After a 

forensic analysis of defendant's computer, images containing child pornography were 

recovered after having been deleted from his internet cache. 
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In upholding defendant's conviction for possession of child pornography the Court 

in Romm, found the defendant "possessed" the images while they were being saved to 

his cache by exercising control over the images when they were displayed on his screen 

in that he could print the images, save them, copy them or email them. This did not end 

the analysis as the Court further found to knowingly possess the images in the cache the 

defendant must at a minimum know they were stored there. Evidence of defendant's 

knowledge was found sufficient in that there was testimony he entered into and deleted 

files from his cache either manually or by instructing his browser to do so and further he 

enlarged a "thumbnail" image for better viewing. 

In Ramm, the Court noted its general agreement with the analysis in United States 

v. Tucker, 305 F. 3d 1193, 1204 (10th Cir. 2002), cert. denied, 537 U.S. 1223, 123 S. Ct. 

1335, 154 L. Ed. 2d 1082 (2003). In Tucker, the Court held images of child pornography 

in the defendant's internet cache constituted possession of the images. In support of this 

ruling the Court noted evidence at trial defendant was aware his browser cached the 

images, he had unfettered access to his internet cache, and he intended to seek the 

images out. As in Romm, to prove possession of cached images there must be some 

evidence defendant knew of their existence in the cache. 

An example of child pornography located in cache files being insufficient to justify 

"knowing" possession was found in United States v. Kuchinski, 469 F. 3d 853, (9th Cir. 

2006). The defendant in Kuchinski, conceded he knowingly received and possessed 110 

images of child pornography he purportedly sought out and downloaded. He was charged 

however, with an additional 13,904 to 17,984 images that were contained in his cache 
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files. The prosecution sought to use evidence of these images for sentencing guideline 

purposes and the defendant objected. 

The Court drew a distinction between the defendant in Ramm, and Mr. Kuchinski. 

It noted there was no evidence the defendant was sophisticated in computers, that he 

tried to gain access to the cache files or that he even knew of their existence. Under these 

circumstances the Court determined, "Where a defendant lacks knowledge about the 

cache files, and concomitantly lacks access to and control over those files, it is not proper 

to charge him with possession and control of the child pornography images located in 

those files, without some other indication of dominion and control over those images. To 

do so turns abysmal ignorance into knowledge and a less than valetudinarian grasp into 

dominion and control." 

The State of Virginia has specifically provided by legislation the presence 

of three or more cached images of child pornography meets the definition of sexually 

explicit material.3 This does not relieve the State from the obligation to prove knowing 

possession as provided in Volpe v. Commonwealth, 2016 Va. App. Lexis 347 (2016). In 

affirming the defendant's conviction in Volpe the Court cited expert testimony the 

defendant accessed the images after they had been cached establishing sufficient 

evidence the defendant knew of and exercised control over the cached images. 

The alternate "evidence of' approach is explained in State v. Linson, 2017 SO 31; 

896 N. W 2d 656, (2017). In Linson, the Court determined the presence of child 

pornography in a cache was not sufficient to establish knowing possession child 

3 VA. Code Ann. 18.2-374.1 . A 
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pornography as the images in the cache are not themselves the contraband or illegal 

images. It found however, they are evidence of prior possession of the images.4 

In upholding the defendant's conviction, the Court acknowledged evidence the 

defendant entered several search terms associated with child pornography and a jury 

could infer he sought out and obtained the images found in the cache files and placed 

them upon his computer. In doing so he gained control over the images and therefore 

possessed them. 

In New v. State, 327 Ga. App. 87; 755 S.E. 2d 568; (2014), the Court found there 

was sufficient evidence to uphold the defendant's conviction for possession of child 

pornography contained in "shadow copy images", even though the State could not prove 

defendant knew of their present existence on his computer. In doing so they cited there 

was sufficient circumstantial evidence for a jury to conclude defendant knowingly 

possessed child pornography at a prior point. Circumstantial evidence presented at trial 

and cited by the Court included expert testimony regarding search history and downloads 

on the computer, the number of child pornography photos found, that deletion software 

was installed on the computer and that defendant took photos of minor's "strip wrestling". 

The defendant in New, argued a prior ruling in Georgia supported his position that 

he could not be convicted of possession of child pornography as the State could not prove 

whether shadow images of child pornography were the result of manual downloads or 

were automatically created by the computer without his knowledge. In Barton v. State, 

286 Ga. App.49; 648 S.E. 2d 660; (2007), the Court held: "the mere existence of 

4 It should be noted South Dakota did not explicitly prohibit the viewing of child pornography. The 
defendant's argument in Linson, was that to use cache files as evidence of possession amounted to 
punishing mere viewing when there was no other evidence the defendant exercised control of the images. 
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pornographic images in the cache files of an individual's computer is insufficient to 

constitute knowing possession of those materials absent proof that the individual either: 

(1) took some affirmative action to save or download those images to his computer; or (2) 

had knowledge that the computer automatically saved those files." The Court in New 

referenced the Barton decision provided no reference to any other evidence the State 

provided regarding the defendant's knowledge of "present possession" of the child 

pornography in his cache files. 

C. Possession Under West Virginia Code § 61-8c-3(Al 

This Court has yet to address whether photos related to child pornography 

contained in cache files constitute present possession or evidence of prior possession of 

child pornography under West Virginia Code § 61-BC-3(a), or neither of the above. 

West Virginia Code § 61-BC-3(a) reads as follows: 

Any person who, knowingly and willfully, sends or causes to be sent or distributes, 
exhibits, possesses, electronically accesses with intent to view or displays or 
transports any material visually portraying a minor engaged in any sexually explicit 
conduct is guilty of a felony. 

The legislature gives no specific definition of "possesses" under the statute in 

question, however no ambiguity exists as to the meaning of the word. "Where the 

language of a statute is free from ambiguity, its plain meaning is to be accepted and 

applied without resort to interpretation." Syl. Pt. 2, Crockett v. Andrews, 153 W Va. 714, 

172 S.E. 2d 384, (1970) . "Possession" is "the fact of having or holding property in one's 

power; the exercise of dominion over property." Black's Law Dictionary 11B3 (7th Ed. 
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1999). West Virginia also recognizes "constructive possession" of property. In the context 

of possessing a controlled substance this Court has held, "The possession of a controlled 

substance also includes constructive possession, the State must prove beyond a 

reasonable doubt that the defendant had knowledge of the controlled sUbstance and that 

it was subject to the defendant's dominion and controL" Syl. Pt. 4, State v. Dudick, 158 

W Va. 629; 213 S.E. 2d 458 (1975); Syl. Pt. 4, State v. Cummings, 220 W Va. 443; 647 

S.E. 2d. 869, (2007). 

While cache file images of child pornography are not specifically addressed in 

West Virginia Code § 61-BC-3(a) as in Virginia, it is clear the intention of the legislature 

was to criminalize the knowing and willful possession of "any" such material. This Court 

has made known its interpretation regarding the breadth of the material covered by the 

code section when it addressed whether analog material only was meant to be 

criminalized. In the Memorandum Decision in State v. Wesley M., 2013 W Va. Lexis 116; 

2013 WL 500136 (2013), this Court advised in regard to the reach of the code section," 

As such, it is clear that the statute contemplates the criminalization of a wide range of 

material ... ". 

d. Yes, No, Maybe Or None Of The Above 
The Answer To The Certified Question 

After a review of case law throughout the country and considering existing law in 

West Virginia the State believes this Courts answer to the Certified Question in this matter 

respectively should have been "no unless". 

The legislature in enacting West Virginia Code § 61-BC-3(a) makes clear its 

intention to criminalize any material depicting a minor engaged in any sexually explicit 
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conduct. As this Court opined in State v. Wesley M, the intention was to criminalize a wide 

range of material. There is no reason to believe the legislature intended to exempt from 

its definition of "material", cache files containing child pornography. 

West Virginia recognizes both actual and constructive possession of controlled 

substances. In either instance, to sustain a conviction the State must prove a defendant 

had knowledge and willful dominion and control of material depicting child pornography. 

For purposes of certifying the question to this Court the parties agreed to stipulate 

to certain facts. The parties stipulated Respondent owned and possessed a laptop 

computer in Marshall County which contained several cache files having material visually 

portraying a minor or minors engaged in sexually explicit conduct, but Petitioner is unable 

to establish when or where the cache files were created and/or accessed on 

Respondent's computer.5 Furthermore, the parties stipulated Respondent admitted to his 

counselor he has an addiction to child pornography_ While not specifically stipulated to 

for purposes of this proceeding the record reflects Petitioner has evidence the 

Respondent viewed child pornography on a weekly basis prior to his computer being 

seized. 

According to those cases analyzing present possession of child pornography the 

important issue is ability to prove knowledge the files were contained in the cache as 

opposed to when or where they were created. Evidence of knowledge the images were 

contained in cache files in the cases cited herein include: a defendant admitting 

5 The parties stipulated for purposes of certifying the question in this matter the Petitioner cannot 
establish when the cache files were created and or accessed on Respondent's computer. Petitioner 
believes however, circumstantial evidence exists of when the files were created and accessed in that they 
were the sole files of child pornography contained on the items seized from his residence and 
Respondent made admissions he had watched child pornography two weeks prior to his computers being 
seized. 
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knowledge images would be cached; a defendant entering into the cache directly to 

access items; a defendant manually or instructing a browser to delete cache files; and the 

sophistication of a defendant with computers. Facts of this nature were not contained 

amongst those stipulated to but are necessary to determine knowing and willful 

possession. The long and short of it is the State believes this Court cannot say yes or no 

regarding whether Respondent knowingly presently possessed child pornography on the 

cache files absent consideration of additional evidence. The only appropriate answer to 

the certified question at this time is "no unless". 

The presence of child pornography in the cache of Respondent's hard drive is 

clearly evidence of his prior possession. According to the testimony of Petitioner's expert 

witness Sergeant Scott Adams the images in question would only be downloaded to the 

cache if they were brought up on the Respondent's computer screen. Once the images 

were on Respondent's computer screen, he had the capability to save, print, forward and 

otherwise control the images. He possessed the images at that time under any 

reasonable interpretation of West Virginia law.s 

As mentioned, Petitioner possesses evidence Respondent admitted to watching 

child pornography on a weekly basis prior to the seizure of his computers. The presence 

of child pornography in the cache of his computer coupled with his admission is evidence 

sufficient for the question of whether Respondent possessed the images of child 

pornography at that time to get to a jury. 

6 The indictment charging the Respondent only mentions he possessed the illegal images. West Virginia 
Code § 61-BC-3(a) also makes it illegal to display or access with the intent to view child pornography. 
This Court has previously held in State v. Wesley M. said code section provides for multiple ways to 
commiUhe same offense in approving an instruction to the jury the defendant was guilty if he possessed 
or displayed the prohibited material. In this case the State is considering amending the indictment to 
include accessing the child pornography with the intent to view. 
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Under the "evidence of' approach Petitioner need not prove Respondent knowingly 

possessed the images of child pornography in his cache files. The presence of the same 

in Respondent's cache file is merely evidence of prior possession. In the context of this 

approach to possession of child pornography the question certified to the Court does not 

address the ultimate issue of whether the State of West Virginia recognizes possession 

of child pornography contained within cache files as evidence of prior possession. 

VII. CONCLUSION 

Petitioner respectfully requests this Honorable Court find in answering the question 

before it that possession of child pornography in the computer cache of the Respondent 

is sufficient to prove possession of the same if Petitioner is able prove his possession 

was otherwise knowing and willful. Petitioner further respectfully requests in answering 

said question that this Court confirm its recognition the presence of child pornography in 

the cache files of Respondenfs hard drive is evidence of his prior possession of the same. 

Respectfully submitted this){ t~ day of February, 2019. 

~ordon, Esquire I .... -~ 
West Virginia State Bar 10 No. 6897 
Office of the Prosecuting Attorney 
Marshall County, West Virginia 
600 Seventh Street 
Moundsville, West Virginia 26041 
Telephone: (304) 845-3580 
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